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Fraud costs more than you think

Fraud is growing more sophisticated—and more expensive—by the day. According to data from Experian, nearly
60% of companies reported an increase in fraud losses from 2024 to 20251

As businesses like yours process payments faster and lean into Al, the risks compound. Hybrid and remote

work remove in-person oversight and expand the volume of expense requests. Al makes it alarmingly simple for
employees to create fake receipts that human reviewers can't detect. And bad actors can use Al to scale fraud on
levels never seen before.

Each case of fraud harms your company, creating financial loss, reputational damage, and an erosion of trust.
Businesses worldwide lost an average of 7.7% of their annual revenue due to fraud last year, according to
TransUnion data.? For U.S. businesses, that number rose to 9.8%.3

As fraud evolves, so must modern fraud prevention strategies. In this eBook, you'll learn:
e The emerging causes and trends of fraud

e The rising role of Al in fraud detection and prevention

e 5 steps for improving risk management

e How SAP Concur can help you build resilience

1 Experian, 2026 Future of Fraud Forecast.
2-3 TransUnion, H2 2025 Update to the Top Fraud Trends Report, Oct. 8, 2025.
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https://www.experian.com/content/dam/marketing/na/thought-leadership/business/documents/2026-future-of-fraud-forecast-infographic.pdf
https://newsroom.transunion.com/h2-2025-global-fraud-report/

The characteristics of fraud

Internal controls are insufficient
iIn 76% of global fraud cases.”

While a single fraudulent transaction might seem like an anomaly, it’s rarely

an isolated incident. It often emerges from weak processes or disconnected
workflows. This makes it harder to detect patterns of fraud and easier for issues
to go unnoticed.

The way your organization manages expenses plays a direct role in reducing
fraud risk. Mischaracterized expenses or duplicate submissions happen more
often when visibility into travel and expense spend is limited. Without strong
controls, small issues compound over time.

Common process-related concerns include:

e Manual workflows that make it easy for intentional errors or expense padding

to go undetected et T R e R e LN

* Rapid growth that makes it harder to spot serial fraudsters who submit small,
frequent claims across departments

» Limited visibility that delays detection until audits are conducted, long after
the financial leakage happens

4 KPMG, “Fraudsters: usually male, 36 to 55 years old and long-serving employees,” May 12, 2025.



https://kpmg.com/ch/en/media/press-releases/2025/05/corporate-fraudster.html

FRAUD VERSUS NON-COMPLIANT SPEND:
WHAT’S THE DIFFERENCE?

While often grouped due to their impact, fraud and non-compliant

spend are separate. Fraud refers to any deceptive spending that is
meant to result in a personal benefit, while non-compliant spend is
any expenditure that doesn’t adhere to your organization’s policies
or regulatory requirements.
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Emerging fraud
trends

Deloitte’s Center for Financial Services
predicts that generative Al could
enable fraud losses to reach $40 billion
in the U.S. alone by 2027.5 The impact
is already being felt across industries.
Three-quarters of global business
travelers believe it’s at least a bit

likely that Al is already being used to
fabricate expenses, according to SAP
Concur research.®

FIVE AREAS TO WATCH FOR FRAUD

Deepfake invoices.
Al tools can produce invoices with realistic-looking logos, fonts, itemized entries, value-added tax (VAT)
lines, and totals. The most sophisticated tools can even fake or strip metadata, making detection difficult.

Deepfake audio and video.

Bots and tools can mimic a person’s likeness with remarkable precision to create fake voice calls and video
messages. Most of these tactics rely on familiarity, encouraging employees to approve an out-of-policy
expense or bypass normal review steps with a sense of urgency.

Synthetic identities.

Perpetrators combine stolen, legitimate data, such as a real social security or tax ID number, with fabricated
names and addresses. They then use those fake identities to open vendor accounts or submit expense
reports.

Hybrid work vulnerabilities.
Distributed work models make travel and expense processes decentralized. This can increase the volume
of employee-submitted expenses and reduce informal, in-person checks.

Payment fraud and check fraud.
Bad actors gain access to an email account of an employee who makes purchasing decisions, then clone
invoices and change the routing number, directing funds into their own account.

5 Deloitte, “Generative Al is expected to magnify the risk of deepfakes and other fraud in banking.” May 29, 2024.

6 SAP Concur, 7th Annual Global Business Travel Report, 2025.
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https://www.deloitte.com/us/en/insights/industry/financial-services/deepfake-banking-fraud-risk-on-the-rise.html
https://www.concur.com/resource-center/reports/7th-annual-global-business-travel-survey-research-report
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e Using the technology to scam people has become so cheap and
easy, anyone can do it. That, in a nutshell, is the biggest threat.”

THEODORA LAU, A FINTECH CONSULTANT, SPEAKER AND Al EXPERT

7 TransUnion, H2 2025 Update to the Top Fraud 7]11
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https://newsroom.transunion.com/h2-2025-global-fraud-report/
https://newsroom.transunion.com/h2-2025-global-fraud-report/

The role of tech in fraud prevention
55% of CFOs

expect Al to

Intelligent tools can turn travel, expense, and accounts payable (AP) from basic
operations into strategic growth. Next-generation technologies that embed _ catch more
these three capabilities can give your business the tools to stop fraud before . errors and

payment occurs.

potential fraud

Al and machine learning can analyze expense reports, receipts, and credit B8 R than their team
card transactions to detect fraud in real time. Models trained on large volumes 1t '
of historical receipts, including confirmed Al-generated examples, can score and
flag suspicious images. Continuous retraining keeps detection up to date as fake
receipt generation evolves.

currently does.®
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Automation. Generating trip-based expense reports automatically removes the
errors associated with manual data entry and improves compliance. Embedding

policies directly into employee workflows can enable your company to flag non- I o _. [
compliant expenses, such as duplicate receipts or unauthorized vendors, prior 'i%'l%llj!“.l' - :h.._- A\ s PR F

to approval. 3 O L Gl IR 1 g i
Advanced analytics. With access to historical spend data, your business can Tt -ll 'l .il | = % I L" o
forecast future spend and identify exception-based scenarios, such as mileage i 4 RS C-BE Ll li o

padding. Analytics can also spot anomalies in spend data, including outlier R _'. ; ' '.1”‘ !l i i E‘

transactions and repeated instances of suspicious employee behavior over time. -t — _-.-—--
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8 SAP Concur, 2025 CFO Insights Report



https://www.concur.com/resource-center/reports/cfo-business-growth-strategy

The human
element

Technology alone won't help your
business detect fraud. As you consider
leveraging intelligent travel and
expense solutions to augment your
human reviewers, invest equally in
enhancing your audit and compliance
teams’ ability to catch fraud.

Foster a culture of compliance and ethics.
When compliance is at the heart of your company’s
day-to-day work, your employees are more likely
to act in alignment with company values and
expectations. Communicate policies regularly so
employees understand acceptable expenses and
documentation requirements.

Train employees to recognize and report
potential fraud.

Conduct annual training and routine verification so
employees remain well-informed about the risks

and consequences of fraud. Include modules and
workshops that explain the difference between
intentional and unintentional fraud, and teach staff
where questionable expense claims occur most often.

Balance technology with human oversight.

Al and other tools should augment human work rather
than replace it. Automation should help auditors
spend more time on resolving risks instead of looking
for them. Additional efficiencies should enable staff to
focus on investigation, policy review, staff education,
and data analytics.

9 SAP Concur, 2025 CFO Insights Report

Unsure where to begin?
Try these Top Tips to Build

a Culture of Compliance.

45% of CFOs are
concerned that relying
solely on technology
will allow extra errors

to slip through.®



https://www.concur.com/resource-center/reports/cfo-business-growth-strategy
https://www.concur.com/resource-center/brochures/top-tips-build-culture-compliance
https://www.concur.com/resource-center/brochures/top-tips-build-culture-compliance

How SAP Concur builds resilience

With Concur, your company can implement Al-driven controls to prevent, detect, and mitigate financial losses from

accidental errors or fraudulent activity. Our solutions empower you to:

» Embed policy at every touchpoint to prevent
fraud before it starts. You can add your specific
policies into the booking and submission process
to guide employee behavior in real time and stop
non-compliant spend.

* Automate expense management and reduce
vulnerabilities. By automating your travel,
expense, and invoice management processes,
you close the gaps where fraud often hides. This
creates a framework of checks and balances that
adheres to corporate spend policies.

* Enable real-time expense creation and
notifications. Provide employees with mobile
alerts the moment a card is charged and
prompt for missing data instantly. This improves
compliance and enables deeper Al automation.

10 SAP Concur Internal Data

Strengthen security with dynamic card
management. Let your finance team lock
or unlock cards and apply specific spending
restrictions in real time.

Gain more control with digital payment cards.
Limit how and where funds can be spent with
virtual cards that generate unique 16-digit numbers
for single-use or specific timeframes and amounts.

Use Al to detect anomalies and flag high-

risk transactions. Al and machine learning can
review 100% of expense reports to quickly identify
suspicious patterns and high-risk transactions that
the human eye might miss.

Gain real-time insights and adapt to changing
fraud patterns. Advanced analytics and human
audit expertise provide your company with a
unified view of spend, enabling you to spot fraud
patterns early and stay ahead of emerging risks.

Automated audits
reduce the cost of
mistakes in expense
reports by 60%."°




Leverage an advanced fraud solution with Concur

Concur solutions empower you to expand
Concur solutions actively prevent and detect fraud as spending happens. reviews throughout the spending and
approval process, unveiling trends that
may signal spend management issues.
This insight enables you to refine your

e Intelligent Audit: By combining Al and human excellence, Intelligent Audit scans charges on expense reports,

calling out exceptions and flagging those that are potentially falsified or unverifiable. Certified and highly

trained human auditors from around the globe then double-check charges that Al could not validate to scan - : :
policies for enhanced consistency without

for signs of deepfakes. overburdening your team.

o Verify: Simplify your own auditors’ workflows and strengthen compliance by embedding policy and receipt

checks for in-office and hybrid employees right into Concur Expense. Use Al to detect discrepancies between While you might not know what fraud

submitted and established vendor data and flag potential synthetic identities. Snellienges ere ereumel i Soisr, vt

Concur, you can take comfort in knowing
» Concur Detect solution by Oversight: With intelligent trend and pattern analysis, plus end-to-end expense that you have the robust platform you need.

audit processes, Concur Detect gives you the visibility and accuracy you need to be confident in every
transaction. Expense reports are reviewed against receipts before reimbursement happens, so it’s easier to
identify anomalies and check for payment fraud.

Contact us today to discuss how

you can prevent fraud for your
Learn more at concur.com or at the SAP Concur blog. organization or read a recent

IDC report to discover how
customers benefit from Concur
=Y Concur

solutions to prevent fraud.
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https://www.concur.com/products/intelligent-audit
https://www.concur.com/products/verify
https://www.concur.com/en-us/detect-expense-fraud
https://www.concur.com/forms/contact
https://www.concur.com/resource-center/infographic/concur-travel-expense-roi-business-value-cost-savings
https://www.sap.com/legal-notice
https://www.concur.com
https://www.concur.com/blog

